PDSC Proud to Support

The Cyber Crime Unit
Bespoke Staff Awareness Presentations and Webinars
Bespoke presentation tailored to the needs of the customer and delivered by the Met Police Cyber
Protect Team. Designed to encourage good cyber behaviour and prevent victimisation.

Vulnerability Scanning (Systems Analysis)
A service that utilises specialist software to assess the customer’s public-facing online infrastructure for
known vulnerabilities. The customer is provided with a report which highlights and grades the severity of
the vulnerabilities from Critical to Low and is then provided bespoke mitigation advice by the Met Police
Cyber Protect Team to help the rectify the vulnerabilities and keep the organisation safe online.

Decisions and Disruptions Lego Exercise
(Cyber Infrastructure and Incident Response Planning)
Immersive table top exercise, designed for decision makers and information security professionals
within an organisation, that explores key methods employed to protect a business from threats, such as
hacking and malware. Participants are given a budget over four rounds (years) with which they are to
protect the organisation from both physical and cyber threats. As the exercise develops, the participants
receive feedback on the consequences of their decisions. The aim of the exercise is to raise awareness
around the importance of cyber security and encourage the participants to consider their own cyber
infrastructure/incident response plan. This is available in both a digital and physical format.

Cyber Escape Room (Staff Awareness Exercise)
Interactive cyber-security exercise designed to deliver key messaging to staff though a variety of
problem solving exercises - promoting good cyber behaviour and preventing the employer from
becoming the next victim of a cyber-attack. It covers important topics such as phishing, data leakage
and creating of strong passwords. Upon completion of the exercise, a thorough debrief is provided by
the Met Police Cyber Protect Team to explain the significance of each topic covered and put it in to
context.

NCSC Exercise in a Box (Incident Response Planning)
Exercise in a Box is an online tool developed by the NCSC which helps organisations test and practise
their response to a cyber attack. The service provides exercises, based around current cyber threats,
facilitated by the Met Police Cyber Protect Team, either in person or virtually. The exercises themselves
are discussion based with questions being asked of the assembled company members to highlight
cyber security issues. The scenario is talked through, with the questions expanded upon by the Protect
Team to ensure an in-depth discussion ‘around the table’.
There are a number of different topics available, including insider threat/data breach, remote working
and a ransomware scenario. The ransomware scenario, for example, consists of a phishing e-mail that
leads to a ransomware attack to encourage you, as an organisation, to consider the business readiness
to respond to such an attack and to provide you mitigation advice.
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